
This guidance note offers guidance to corporate secretaries 

on ransomware prevention, preparedness, and response. 

Ransomware is a variant of cyber attack in which the 

perpetrators encrypt an organisation’s data and then demand 

a monetary payment for the decryption key, usually in the 

form of cryptocurrencies such as bitcoin. Ransomware is most 

frequently delivered through phishing emails that corporate 

employees click through, introducing the ransomware 

onto the corporate network. By rendering critical data 

and systems inaccessible, ransomware can have severe 

operational consequences and can bring the business of even 

multinational companies to a halt.

A ransomware strike raises urgent operational, business, IT 

security, and legal and compliance questions for a victim 

company. Companies must be able to rapidly work to restore 

operations, communicate with customer and commercial 

partners, and grapple with diffi cult questions like whether to 

pay ransom, how to coordinate with law enforcement, and 

how to contain potential liability for fi nancial damage caused 

by any shutdown of operations or from regulatory inquiries 

that the attack may trigger.

Because ransomware strikes with no warning, companies need 

to think ahead. They need to take all available preventative 

measures in advance. And they also need a response playbook 

ready in the event the preventative measures fail.

Corporate secretaries play a critical role in coordinating 

these types of cross-disciplinary priorities within their 

companies. The corporate secretary should consider who 

within the organisation is responsible for elements of planning 

and response around ransomware, and then convene those 

corporate stakeholders around the table. The corporate 

secretary should also consider how to appropriately apprise 

and perhaps involve the board of directors and senior 

executives in this planning. And then the corporate secretary 

should ensure that the effort is incorporated into, or developed 

complementary to, an organisation’s existing IT security, risk 

management, and contingency planning policies and protocols.

Key ransomware considerations
A sound, corporate ransomware plan outlines the company’s 

plan to prevent, detect, contain, and respond to a ransomware 

attack to protect the company’s assets and its customers’ and 

employees’ information.

The key building blocks for a comprehensive ransomware plan 

are outlined below.

Prevent
• Conduct regular counter-phishing training for employees, 

as phishing emails are the vector for the vast majority 

of ransomware attacks. Test employees through periodic 

fake phishing emails sent by the IT department, and 

hold employees to account should they repeatedly click 

through.

• Maintain robust data back-up procedures; if data is 

backed up regularly and readily accessible, the need to pay 

ransom may be obviated because the data can be restored 

by tapping into the backup.
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• Retain outside cyber forensics fi rms and legal counsel 

ahead of time so that they can begin work immediately 

upon detection. Consider retaining the cyber forensics 

fi rm through counsel to preserve the confi dentiality 

of their investigation and fi ndings in the event of an 

incident. 

• Conduct internal exercises (for example, tabletop 

exercises or war games) to test the effectiveness of 

incident response and ransomware response plans, 

escalation procedures, and response to data security 

incidents and privacy breaches, including input and 

participation from key company stakeholders.

Detect
• Include specifi c instructions to employees for notifi cation 

to IT immediately when a potential ransomware 

attack has occurred, including when they have clicked 

on a potential phishing email or when they receive 

workstation display of a ransom demand. Employees 

should be trained never to pay ransom or attempt to 

negotiate or communicate with the attackers. 

• Run regular scans on systems, databases, and endpoints 

to detect any ransomware that may have been deployed 

and/or is deployable.

Contain
• The IT security team should actively establish 

remediation measures to include the following categories 

of work: (1) isolate infected system by removing infected 

systems from the network as soon as possible; (2) isolate 

or power-off affected devices that have not yet been 

corrupted; and (3) secure backup data or systems by 

taking them offl ine, as applicable.

• Notify employees of the presence of ransomware 

and advise them of specifi c actions to take, such as 

refraining from using emails, contacting IT as soon as 

any suspicious activity is identifi ed, and refraining from 

responding to any ransomware demands.

Respond
Assemble incident response team. Establish, in advance, an 

incident response team to act as the coordinating body for all 

post-detection decisions. The incident response team should 

include all relevant divisions, including IT security, legal, 

compliance, human resources, customer relations, and public 

relations, as well as the company’s outside cybersecurity fi rm 

and outside counsel.

Follow incident response plan. Review and follow the 

company’s incident response plan and playbook, which should 

contain a step-by-step guide that details each incident 

response team member’s role in responding to a ransomware 

event.

Follow incident response communications plan. Review and 

follow the company’s incident communications plans that 

reach all affected audiences – employees, customers, investors, 

key commercial partners, regulators and law enforcement. 

The plan should clearly defi ne recovery communication goals, 

objectives, and scope, including information sharing rules and 

methods. External communications should be coordinated 

with the incident response team to ensure all operational and 

business objectives and legal considerations are accounted for.

Engage public relations fi rm. A public relations fi rm should 

be engaged upon discovery of ransomware to provide 

public relations counsel and advice regarding external 

communications with all relevant audiences (that is, the public, 

the media, governmental agencies and offi cials, legislators, 

employees, stockholders, advocacy groups, client members, 

and other third parties as identifi ed by the company or outside 

counsel), litigation and claim response communications 

strategy; media crisis assessment; materials preparation and 

review; and media intervention and spokesperson services, as 

may be necessary or appropriate. 

Assemble forensics team. The outside cybersecurity forensics 

team should investigate the root cause and extent of the 

incident, in coordination with counsel. The forensics team 

should work closely with the company’s IT security team 

to capture images of affected systems, collect and analyse 

evidence, and outline remediation steps. The forensics team 

should report fi ndings back to the incident response team. 

Consider notifying law enforcement. Determine whether 

to notify law enforcement, which can provide guidance and 

support in responding to ransom demands and technical 

remediation. 

Determine regulatory notice obligations. Ask your outside 

counsel to review your international regulatory data breach 

notifi cation obligations, which can vary depending on 

jurisdiction, which regulators have oversight, and whether 

individuals’ personal information may have been compromised.

Determine contractual notice obligations. Commercial 

agreements now routinely require parties to notify others 

when a cyber attack may endanger performance of obligations 
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or put sensitive data at risk. These contracts also often 

require specifi c mitigation measures to be put in place. 

Counsel should advise the company on its obligations to its 

commercial partners so that the company is not in breach and 

can reduce potential liability. 

Pursue investigation, diligence, and decisions around 
ransom demands. The decision whether to pay ransom is 

highly sensitive. When making this decision, the company 

should consider the following.

• Identify and immediately engage decision makers, 

which, at a minimum, should include the CEO, CIO, CISO, 

Corporate Secretary, and General Counsel. They may also 

include the board of directors or a relevant committee 

thereof. 

• With the assistance of outside experts, the company 

should conduct whatever diligence it reasonably can to 

identify who may be the perpetrator. This can assist in 

evaluating sanctions compliance risk, the likelihood the 

perpetrator will indeed furnish the decryption key upon 

payment, and other relevant context.

• Evaluate all options when deciding whether to pay 

ransom. Such considerations may include technical 

feasibility, timeliness, and costs of restarting systems 

from backup; ransom value; attacker reputation and 

whether the attacker could strike again or demand more; 

and legal and compliance considerations.

• Review the company’s insurance policies to determine 

coverage and required steps for pursuing coverage, 

including notifi cation of the insurance company prior to 

paying ransom. 

• If a company decides it will pay ransom, it should 

consider whether fi rst to notify law enforcement 

that it is planning to do so, a step that can mitigate 

compliance risk and also may be required to pursue 

insurance coverage.

• Consider in advance avenues of purchasing bitcoin 

quickly.

Remediate
Restore data during backups. Recover from the ransomware 

attack by restoring data backed up prior to the attack and 

returning to 'business as usual' operations. 

Conduct post-incident analysis. Conduct post-incident 

analysis which could include a deeper analysis of the 

evidence to determine if there are any regulatory, 

contractual, or other obligations as a result of the incident.

Conclusion 
Ransomware strikes without warning and can bring even 

great multinational companies to their knees. This is not 

a problem that one corporate offi cer, or even any single 

division, can take on in isolation. A whole-of-company 

approach is required, from the boardroom down and 

across divisions. Corporate secretaries are increasingly 

being called on to take this on this challenging issue on a 

proactive basis. With the right planning, they can save their 

companies from the headlines and focus on the business 

instead. HKICS
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